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Abstract: Digital commerce and cross-border data flows are growing faster 
in an unprecedented way and scale in the era of Fourth Industrial Revolution 
(4IR). The digital era requires rethinking of traditional legislative policies in 
addressing governance of digital trade issues to achieve desired economic gains 
of innovation. Domestic favorable legal framework has always played pivotal 
role in leveraging technological transformation and economic growth. As a 
developing country, Bangladesh urgently requires a flexible regulatory regime 
with proper safeguards for both businesses and consumers. Moreover, domestic 
legal reform in Bangladesh is particularly necessary to address the issues of data 
privacy, e-payment, consumer protection, cybersecurity, and market competition. 
This article attempts to explore the key challenges of integrating digital trade 
within the existing operational domestic legal environment in Bangladesh and 
strives to figure out how the potential reforms can be done to seize the maximum 
opportunities arising from the data driven transformation of trade and digital 
economy.

Keywords: Fourth Industrial Revolution (4IR), Digital Trade, E-commerce, 
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1. Introduction:
The rapid growth of digital technologies is significantly transforming the 

process of expanding trade and commerce1 and increasingly upending global 
trade into borderless digital trade worldwide. The technological revolution has led 
to unprecedented and phenomenal expansion of trade connectivity and increased 
global data flow.  The surge of digital trade contributes to sharp economic 
growth by enhancing productivity and lowering costs in the IT sector, including 
manufacturing, services, health, and agriculture. Notably, it opens up a horizon 

†  This article is based on the themes discussed in a prior paper that was submitted to the University 
of Melbourne as a research monograph for the Master of Commercial Law program.
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for a wide variety of emerging industries, including e-commerce platforms, big 
data, cloud computing, the Internet of Things (IoT), social media, and app-based 
services.2 

The governance framework of digital trade is usually intricate and multi-
layered as because its operational framework requires numerous institutions, 
including trade, consumer rights, internet governance, payment, and development 
institutions.3 That is why, both domestic and international regulatory frameworks 
are in constant pressure to respond to myriad of digital trade governance 
challenges.4 One of the key regulatory challenges relating to digital trade is 
prevalent laws and regulation of many  countries’ either archaic or they have not 
still implemented any pertinent rules to support the evolution and progression 
of the digital economy. The notable impediments to a dynamic digital trade 
ecosystem generally include regulatory barriers and compliance issues; tariffs, 
quota, and import duties; data localization issues; online payment issues;  data 
privacy issues; fraud, cybercrime; consumer protection; anti-trust issues and  
intellectual property issues etc.5 

 Likewise any countries around the globe, Bangladesh is also experiencing 
exponential growth of digital trade which has become crucial component for its 
economic growth. As an emerging economy with favourable demography and high 
domestic consumption, Bangladesh has been experiencing significant growth in 
the digital trade sector since COVID-19 pandemic and onwards. For Bangladesh, 
digital trade has created an exciting opportunity for businesses and consumers 
to trade in a meaningful way around the world by including small and medium-
sized  businesses in the broader perspective of borderless trading. Despite, digital 
trade sector in Bangladesh  is now at the booming stage, it is also obvious that the 
absence of a specific legal framework for regulation and compliance issues about 
digital trade sector is creating innumerable challenges to reap the full potentials 
of this sector. In this context, Bangladesh must define a fit-for-purpose regulation 
to overcome all the roadblocks involved in building and  preserving long term 
interest of the digital economy. 

2    Ibid.
3  Andrew D Mitchell and Neha Mishra, ‘Data at the Docks: Modernizing International Trade Law 

for the Digital Economy’ (2017) 20 Vanderbilt Journal of Entertainment & Technology Law 
1073.

4  Andrew D Mitchell and Neha Mishra, ‘International Trade Law Perspectives on Paperless Trade 
and Inclusive Digital Trade’ (2017) ARTNeT(Asia-Pacific Research and Training Network on 
Trade) Working Paper Series, No. 170 1 <https://www.econstor.eu/handle/10419/172049>. 
accessed 18 October 2023

5  ‘Digital Trade & the Digital Economy | DFAT’ <https://www.dfat.gov.au/trade/services-and-
digital-trade/Pages/e-commerce-and-digital-trade#why-is-digital-trade-important-to-australia> 
accessed 18 October 2023.
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This article aims to categorize the prospects and challenges about legal and 
regulatory framework for governance of digital trade in Bangladesh. Additionally, 
it proposes requisite reforms to develop a harmonized domestic legal framework 
for the digital trade ecosystem in Bangladesh in conformity with the rapidly 
changing global digital economy which would facilitate paperless domestic and 
cross-border trade in goods and services, consumer protection, local market 
protections, measures countering cybercrime and access to digital market 
economy. It also highlights why and how legal framework can be reformed by 
striking a harmonious balance between trade facilitation and compliance as well 
as maintaining consistency amongst relevant international, regional and domestic 
legal frameworks.

2. Conceptual Issues and Regulatory Governance of Digital Trade: 
 We are said to be living in a technical era of “Fourth Industrial 

Revolution(4IR)” which is characterized by a technological revolution that is 
fundamentally changing the way we live, work and relate to one another and 
the rate of change is exponentially faster than any other preceding revolutions 
of humankind history.6 Like all other parts of human activity, the incremental 
impacts of technological transformation on trade and commerce activities are 
phenomenal.  The scale , speed and scope of trade  have dramatically changed 
the whole ecosystem of trade and commerce by connecting a greater number of 
businesses and consumers globally with the potentials of digital transformation. It 
has created the enormous possibility for innovations in the digital domain and made 
services like buying a product, booking a flight, ordering food, making payments, 
watching a film or playing a game more affordable and accessible to consumers. 
The spread of digital technologies and other technological innovations have made  
digital platforms an indespensible part of modern trade economy around the 
globe. Instead of traditional face-to-face consumer transactions, consuming goods 
and services in digital age are taking new shapes by the revolutaniory use of smart 
phones backed by fast internet speed and Internet of Things (IoT). 

However, legislators and regulators are in a challenging position being 
responsive to the rapidly changing 4IR because they have got little time to study 
situation specific complex issue and develop an appropriate regulatory outline. 
The capacity of government systems and regulatory authorities to effectively 
navigate the rapid changes brought about by the 4IR, particularly through 
updating and enhancing their regulatory frameworks to maintain transparency and 
effectiveness, is crucial for them to stay relevant.7 Without this capacity, they risk 

6  Klaus Schwab, The Fourth Industrial Revolution : What it means, how to respond, January 2016 
<https : https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-
what-it-means-and-how-to-respond/> accessed 11 February 2024

7  Klaus Schwab, ‘The Fourth Industrial Revolution’ <https://www.foreignaffairs.com/
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losing their authority. The regulators must continuously adapt to a fast-changing 
digital eco-system in oder to have comprehensive understanding about what they 
are regulating.

It is to be mentioned that although the spread of digital technologies has 
started the transformation global economy and growth of  globalisation of goods, 
services, peoples and ideas, the Covid-19 pandemic has effectively promoted the 
digital transformation of trade and dramatically paced the rapid acceleration of 
domestic and cross-border digital trade . The global digital trade is booming and 
it is predicted to continue its explosive growth in future. While there are rapid 
expansion of digital trade in its various forms with huge potentials to promote 
economic development and digital economy, it is not easy to define and measure 
the actual size of digital trade.  There is yet no single and commonly accepted or 
recognised definition about what is ‘digital trade’8 and what it encompass among 
various organizations’ and stakeholders’ opeartional context. Conceptually, the 
term ‘e-commerce’ and ‘digital trade’ are frequently used interchangeably in most 
frameworks.9 Some define ‘digital trade’ as broader term to include ‘ e-commerce’ 
and all related internet or digital aspects, while others has limited its consideration 
in streamlined sense which excludes sales or purchase of physical goods through 
the internet. The  WTO Work Program on Electronic Commerce has defined 
E-Commerce as the “ production, distribution, marketing, sale or delivery 
of goods and services by electronic means”10. The United States International 
Trade Commission ( USTC) has defined digital trade in broader terms as “ US 
domestic commerce and international trade in which the internet and internet-
based technologies play a particularly significant role in ordering, producing, 
or delivering products and services11.” Lopez-Gonzalez and Jouanjean have 
identified a growing general understanding about what digital trade covers which 
is as follows:

articles/2015-12-12/fourth-industrial-revolution> accessed 13 October 2023.
8  Ismail, Y .(2020). E-commerce in the World Trade Organization : History and the latest 

developments in the negotiations under the Joint Statement. Winnipeg: International Institute for 
Sustainable Development. <https://www.iisd.org/library/e-commerce-world-trade-organization>  
accessed 13 February 2024

9  Kende , M & Sen, N ( 2019). Cross-border e-commerce : WTO discussion and multi- 
stakeholder roles-stocktaking practical ways forward (CTEI working paper). <https://
repository.graduateinstitute.ch/record/297080?_ga=2.85884697.1278962529.1711449464-
1585142015.1711449463&v=pdf,> p.11,  accessed 12 February 2024

10  WTO ( 1998), Work Programme on Electronic Commerce ( 1998) WT/L/274, 30 September 
1998

11  Horowitz, Jeff “ U.S. International Trade Commission’s Digital Trade Roundtable : Discussion 
Summary” , Journal of International Commerce and Economics, web version : October 2015, 
<https://www.usitc.gov/publications/332/journals/vol_iv_article4_digital_trade_summary.pdf> 
accessed 12 December 2023
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“digitally enabled transactions in trade in goods and services which can be 
either digitally or physicaly delivered and which involve consumers , firms and 
governments.”12

Referring the approach of Lopez-Gonzalez and Jouanjean in policy note 
entitled “Trade in Digital Era” of 2019 , the OECD added that “ digital trade 
involves business-to-business transactions, including within [global value chains] 
GVCs, as well as transactions between consumers or businesses through online 
platforms. All of these transactions are underpinned by data, which is the lifeblood 
of digital trade.”13

Inspite of the differences in defining e-commerce and digital trade amongst 
various stakeholders, one common characteristics in all the above mentioned 
definitions can be identified which is selling and delivering goods and services 
through the use of electronic modes and internet connected networks.

The opportunities and utilities of digital platform are manifold. Digital 
platforms have made it possible to be online from home and reach markets globally 
which is regarded as a significant shift towards borderless trade. E-commerce 
provides an excellent opportunity to increase small businesses participation in 
international trade without establishing a physical existence overseas.14 Platform 
services also provide information on foreign marketplaces, which benefits 
small businesses grow with diversified products. The Internet has reduced the 
transaction cost, which has allowed the business to split production globally. 
Digital trade will enable SMEs to contribute to the Global Value Chain(GVC) 
to offer their particular service or consolidate traditional e-commerce offerings.15 
The purchase and payment are made online, and the goods are delivered offline. 
Cross-border data movements have become the ‘carrier wave’ of global trade. 
Digital trade is also significant for the growth in services trade, as many services 
are now digitized and can be tradable across the borders.16 

Domestic laws have a significant impact on how local and international 

12  Lopez, G.J., &  Jouanjean, M. (2017). “ Digital Trade : Developing a Framework for Analysis”, 
OECD Trade Policy Papers, No.205. Paris : OECD,  <https://read.oecd-ilibrary.org/trade/digital-
trade_524c8c83-en#page2> accessed 11 December 2023

13  Ismail, Y. (2020). E Commerce in the World Trade Organization : History and the latest 
developments in the negotiations under the Joint Statement. Winipeg : International Institute for 
Sustainable Development. <https://www.iisd.org/publications/report/e-commerce-world-trade-
organization-history-and-latest-developments> accessed 31 December 2023

14  Joshua P Meltzer, ‘The United States-Mexico-Canada Agreement: Developing Trade Policy 
for Digital Trade’ (2019) Vol.XI, 2 Trade Law & Development 243 <https://papers.ssrn.com/
abstract=3595185> accessed 20 October 2023.

15  Ibid 247.
16  Ibid 243.
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entity operates in any country, and in this way is generating a more broad-based 
digital economy. A weak or out-of-date regulatory framework can create barriers 
to e-trade and impede the evolution of the necessary enabling atmosphere.17 
A functional regulatory eco-system for digital trade involves many domestic 
electronic transactions laws to be in place to facilitate trade, payment, consumer 
protection, and data privacy in the digital space. Additionally, these domestic 
laws should be interoperable and relatively harmonious with other countries’ 
laws, even if they are not identical.18 A thriving atmosphere for digital trade 
requires a suitable environment for the economy, where traders and customers can 
leverage digital technologies to improve competitiveness and increase economic 
welfare. Businesses also need a wide-ranging regulatory framework that deals 
with challenges such as digital documentation, signatures, and data flow. Acts 
and Rules that allow smooth entry and exit of firms, and an open trade regime 
that exposes companies to global competition and investment, play essential 
function in allowing companies to avail digital technologies and use them for 
better competitiveness.19 Legal uncertainties surrounding digital trade can be 
fixed through a comprehensive regulatory infrastructure that can handle the 
complex legal issues of borderless business and, at the same time, stand as a pillar 
of support for the overall digital economy. Technological innovation in the digital 
era also raises fears regarding cybersecurity and data privacy. The continuous 
and rapid movement of data across borders can challenge the domestic regulatory 
issues in privacy and consumer protection. The use of digital technologies makes 
businesses more competitive and more efficient and opens up opportunities 
for domestic enterprises and multinationals. If a small business wants to be 
competitive overseas, it can use cloud computing to gather data effectively and 
apply some machine learning to understand sales and consumer needs better, and 
it’s going to do better in his home market as well as overseas. Global data flows 
and emerging technologies are becoming critical drivers of international trade 
with the immense implication in the domestic trade regulatory pattern.20 

3. Challenges  and Concerns of Governing Digital Trade in Bangladesh:
Digital platforms like Amazon, eBay, and Alibaba match the sellers with 

the buyers wherever they might be. However, there also exists many issues and 
challenges to make it happen as because it requires an international financial 
payment to happen, then the good has to be shipped through customs formalities. 
Indeed, digital trade puts divergent challenges to the law that is designed to 
17  WTO and OECD, ‘Aid for Trade at a Glance 2017: Promoting Trade, Inclusiveness and 

Connectivity for Sustainable Development’ (2017) Text 186 <https://www.oecd-ilibrary.org/
development/aid-for-trade-at-a-glance-2017_aid_glance-2017-en> accessed 11 October 2023.

18  Mitchell and Mishra (n 4) 2.
19  WTO and OECD (n 17) 182.
20  Meltzer, ‘The United States-Mexico-Canada Agreement’ (n 14) 242.
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regulate it. Many purchases at the consumer end that happen online are in small 
value good, so transportation cost and cost of customs duties begin to matter and 
can make the difference between a transaction being economical or otherwise. 
International financial payments of small amounts also have some regulatory 
impediments. In some payment systems, the fund must be banked in an escrow 
account until the goods are shipped or delivered.  Rules are not well calibrated for 
small businesses. So having an online presence essentially expanded the number 
of consumers, but many other barriers remain, which limited the potentiality of 
this to expand export opportunities created by platforms. The potential issues and 
challenges to digital trade are as follows:     

3.1 Undermining the local necessity: 
Without the proper legal framework, Bangladesh will not get efficiency 

benefits or network effects from the digital trade ecosystem. One of the 
fundamental impediments to digital trade is the failure to adapt regulation to local 
needs with the global minimum standard and understand local business journeys. 
Often, the problem is that regulators try to enforce higher standards than required 
by the international regime, which blocks cross-border data flow and encourages 
discrimination. So, we need a little bit of regulatory innovation and courage often 
in that space.

3.2 Disruptions in the national economy: 
It is always argued that the economic benefits of exposure to cross-border 

data flows are evident but at the same time they can dislocate local industries by 
pushing them to international competition and new business models. Some jobs 
and businesses may be in jeopardy, even as new growth opportunities are created. 
This is a challenging situation for the governments while considering these trade-
offs and expose themselves to large-scale streams at a pace their economies and 
cultures can absorb.21 

 3.3 Less capacity to reform: 
Developing countries and poor countries have moderately less capacity to 

accomplish reforms on the regulatory framework due to inadequate domestic 
knowledge and resources. 

3.4 Lack of transparency, predictability, and interoperability: 
Many countries purposefully decide to implement vague regulations to 

disguise their objectives of enforcing protectionist policies or control data 
21  James Manyika and others, ‘Digital Globalization: The New Era of Global Flows’ (McKinsey 

Global Institute 2016) 99 <https://www.mckinsey.com/business-functions/mckinsey-digital/our-
insights/digital-globalization-the-new-era-of-global-flows> accessed 11 October 2023.
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distributed via cyberspace.22 Many firms find it burdensome or unprofitable to 
deal with these complicated legislations, which effectively discourages them 
from operating in these countries. Lack of transparency and interoperability 
often increases the compliance cost for the companies working across various 
jurisdictions.

3.5 Privacy protection: 
Privacy protection and e-trade share a problematic relationship. To establish 

and boost trust in digital trade, a minimum degree of privacy protection is 
necessary.23 But different attitudes to privacy protection legislation across countries 
often create trade barriers. In particular, privacy legislation creates challenges to 
cross-border data movements of personal data. In Australia, legislation requires 
the storage of digital health records within Australia. Patient’s medical data 
cannot be held or processed outside Australia.24 This type of restriction hinders 
trade in the health care sector. A clear gap exists concerning the proper standard 
for privacy and data protection. 

3.6 Identification of goods and services:  
Trade rules are dependent on whether products are goods or services and 

the borders they cross.25 Many digital offerings blur these distinctions as they 
combine telecommunication services with other services, including banking, 
computer, financial, audio-visual, and advertising services.26 These services 
are the amalgamation of various forms of services to provide a comprehensive 
digital platform. For instance, Google combines different services, such as web 
mapping, communication, advertising, payment, and cloud computing. Bundling 
of the various goods and services makes it challenging to distinguish the specific 
trade rules applicable to particular transactions.27 But a specific digital service 
cannot be at the same time categorized under computer and related services, 
telecommunication services, and advertising services. Classification of the 
internet and digital services in the borders is a challenging issue.   
22  Mitchell and Mishra (n 4) 5.
23  Dr Neha Mishra and Professor Andrew D Mitchell, ‘The Future of Digital Trade Rules’ (2020) 

Consultation 6 <https://research.monash.edu/en/activities/the-future-of-digital-trade-rules>.
24  Hosuk Lee-Makiyama, ‘E-Commerce and Digital Trade’ in Jane Drake-Brockman and Patrick 

Messerlin (eds), Potential Benefits of an Australia-EU Free Trade Agreement (University of 
Adelaide Press 2018) 215 <https://www.jstor.org/stable/j.ctv9hj94m.19> accessed 20 October 
2023.

25  ‘Digital Trade: Developing a Framework for Analysis’, vol 205 (2017) OECD Trade Policy 
Papers 205 <https://www.oecd-ilibrary.org/trade/digital-trade_524c8c83-en> accessed 21 
October 2023.

26  Mitchell and Mishra (n 3) 13.
27  Ibid.
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3.7 Lack of security: 
Digital space often lacks system security, reliability, and communication 

protocol. People are always concerned about losing their money if the website of 
any online bank or e-commerce is hacked. They often complain about the scam 
and low reliability of the digital system. In the case of fraudulent activities in the 
digital arena, the present legal structure is insufficient to ensure punishment to the 
culprits causing disruptions in the system.28

3.8 Lack of trust: 
Trust is one of the key issues in the digital trade arena. Traditional rules 

and regulations are centered on paper-based transactions, which may create 
uncertainties about the validity and legality of e-commerce transactions. In 
developed countries like USA, Australia, to establish trust among digital trade 
users, contemporary laws are adopted and impartiality implemented. But in 
developing countries where legal and judicial systems are not vigilant, e-commerce 
based businesses are in trouble because of a lack of security and trust, whether 
real or perceived.29

3.9 Disruption in the labour market: 
Digital revolution could yield negative or uneven results in the labor market. 

There is a fear of displacement of unskilled workers. While digital technologies 
raise efficiency and increase overall welfare, more jobs become automated, which 
could substitute labor in many industries, creating a great inequality in society.30 

3.10 Determining intermediary’s liability: 
Numerous intermediaries are engaged in the online value chain of digital 

trade. They range from infrastructural amenities and data hosting providers 
to various online services namely social media, advertising agencies, search 
engines, payment providers and e-commerce platforms, all of which help link 
buyers and sellers on a global transaction. It is complicated to determine the legal 
responsibility for illegal and harmful activities of the intermediaries as they are 
often overlapping.31 
28  ‘Digital Bangladesh 2021: Payment Systems and Fintech (The Daily Star, October 8, 2020)’ 

<https://www.thedailystar.net/supplements/news/digital-bangladesh-2021-payment-systems-
and-fintech-1974417> accessed 27 October 2023.

29  Abdul Gaffar Khan, ‘Electronic Commerce: A Study on Benefits and Challenges in an Emerging 
Economy’ (2016) 16 Global Journals Inc. (USA) 3 <https://globaljournals.org/item/5673-
electronic-commerce-a-study-on-benefits-and-challenges-in-an-emerging-economy> accessed 
21 November 2023.

30  ‘World Development Report 2016: Digital Dividends’ (The World Bank 2016) 20 <https://www.
worldbank.org/en/publication/wdr2016>.

31 Lee-Makiyama (n 24) 216.
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3.11 Conformity requirement: 
In cross-border trade in services, some developed country’s legislation requires 

that the counterpart also has the same or adequate protection in their legislation.32 
Domestic legislation that deviates substantially from established international 
standards may find it difficult to meet the developed country requirement for data 
flow. For instance, the General Data Protection Regulation(GDPR 2016) of the 
EU prohibits the international transfer of personal information where there is no 
‘adequate protection’.33

3.12 Filtering and blocking content: 
Some countries like China impose rigorous control over digital data within 

its borders, including what material people can retrieve online and how content 
is shared inside and outside its jurisdictions. These sorts of filtering and blocking 
impede access to data, form another type of non-tariff barrier to digital trade.34 
Additionally, net neutrality policy where the internet access providers can 
discriminate against content providers, foreign or domestic, may also create non-
tariff barriers.35  

3.13 Internet Access: 

Internet is considered the backbone of borderless digital trade. Internet 
access is expanding globally, but developing countries like Bangladesh are 
lagging behind in internet connectivity. Again, access to mobile devices 
and telecommunication networks is inseparable from internet access 
challenges as it is the primary way of getting online in the developing 
world.36 Broadband access is necessary to engage in international trade. Without 
broadband, businesses can’t take full advantage of cloud computing. However, 
access to broadband internet in developing countries is minimal. High 
service charges, poor telecommunication infrastructure, government policy, 
low buying capacity of potential consumers, and lack of competition are the 
key reasons for the non-availability of the internet in developing countries. 
Telecommunication regulations and interconnection rules most often hinder the 

32  Ibid 215.
33  General Data Protection Regulation, Art. 45, <https://gdpr-info.eu/art-45-gdpr/> accessed 21 

March 2024
34 ‘Digital Trade and U.S. Trade Policy’ (Congressional Research Service 2019) 18 <https://

crsreports.congress.gov/product/pdf/R/R44565>. accessed 10 November 2023
35  Ibid.
36  Joshua P Meltzer, ‘A New Digital Trade Agenda’ (International Centre for Trade and Sustainable 

Development (ICTSD), World Economic Forum 2015) Overview Paper 4 <https://e15initiative.
org/wp-content/uploads/2015/09/E15-Digital-Meltzer-Final.pdf>. accessed 05 November 2023
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entry of new competitors in the telecom sector and thus create obstacles to access 
to internet.37  

3.14 Cross border data restriction: 

Free movement of data across borders is essential for the function of the 
internet as a global platform for e-trade. Most of the digital services are based 
on cross-border data flow over the internet. Government restrictions on the free 
movement of data for legitimate reasons such as cybersecurity, IP(Internet 
Protocol) protection can reduce the internet’s potential for international 
trade.38 In some countries, data-flow is restricted to provide a competitive 
advantage to domestic companies. Limitations on data flow also lessen 
users’ options of technology and services on the internet.39  

3.15 Localization requirement: 
One of the most common measures used to block cross-border data flow is data 

localization.40 Data localization is any law that requires the domestic location of data 
storage as a condition for doing business.41 Sometimes it also involves the use of 
local computer facilities, whether hardware or software.42 Localization impedes the 
ability for data to move freely and to remain local. It increases the costs of moving data 
globally, which affects the opportunities for internet-enabled trade.43 

3.16 Source code disclosure: 
Some country’s legislation requires disclosure of source code, which allows the 

governments to conduct unauthorized surveillance.44 Access to source code amounts to 
intellectual property theft.

3.17 Intellectual Property rights and defamation in digital space: 
In the digital space, the platforms often had to confront with tort of defamation 

and intellectual property issues. Copying can easily occur of IP protected content 
such as music, software, and film on the internet. On the other side, making search 
engines or internet platforms liable for all copyright-infringing contents would 

37  Ibid.
38  Ibid.
39  Mitchell and Mishra (n 3) 32.
40  Ibid 31.
41  Meltzer, ‘The United States-Mexico-Canada Agreement’ (n 14) 254.
42  ‘Digital Trade and U.S. Trade Policy’ (n 34) 15.
43  Meltzer, ‘A New Digital Trade Agenda’ (n 36) 5.
44  Meltzer, ‘The United States-Mexico-Canada Agreement’ (n 14) 255.
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have ruined their business model and more specifically, the development of the 
digital economy.45 It is challenging to find a way to give the IP rights holders the 
ability to enforce their rights without burdening the internet platforms. For SMEs 
who are doing business in the platforms, protection of IP is rugged. Rarely they 
have the capacity and resources to identify a copyright or trademark breach and 
enforce a  IP right in a foreign jurisdiction.46 

3.18 Dispute settlement system: 
The traditional dispute resolution cost in cross-border trade is often prohibitive 

and makes no commercial sense for many low-value goods transactions. The 
non-existence of a cost-effective and speedy mechanism for dispute resolution 
in international online trading increases the business risk in digital commerce.47

3.19 Lack of international payment facility: 
Cross-border online payment facility is very limited in developing countries 

as access to a credit card or intermediary payment gateway like PayPal, Google 
Pay is minimal.  Consumers cannot stop payment in case of non-receipt of goods 
or any fraud. At the same time, vendors also suffer from late payment. People also 
find other challenges in the international payment system like limit on the amount, 
fraud, terrorist financing, and money laundering.48

3.20 Lack of trade logistics: 
The absence of proper logistics support like express postal services and 

efficient customs administration obstructs digital trade growth.49   

3.21 Dilemma between protectionism and domestic interest: 
Protectionist trade policies always erect digital trade obstacles and hurt trust 

in the underlying digital economy. Policymakers are still confronted with the 
dilemma of striking a balance between protectionism and domestic interest.50  

3.22 Cybersecurity: 
In the rise of digital trade, protecting the ICT structure and its contents 

from cyberattacks is one of the growing concerns for policymakers. Major 

45  Ibid 257.
46  Meltzer, ‘A New Digital Trade Agenda’ (n 36) 5.
47  Ibid.
48  Ibid 6.
49  Ibid.
50  ‘Digital Trade and U.S. Trade Policy’ (n 34) 10.
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cybersecurity threats in digital space include cybertheft of intellectual property(IP) 
and personal data and exploitation of online information. Infrastructure (e.g., 
telecommunications, financial, transport, and health care) and IoT, which relies 
on software to network services, are also susceptible to cyberattacks.51 The impact 
of cyberattacks can extend to multiple areas of concern such as national security, 
financial and communication systems, privacy, and the functioning of digital trade 
and commerce, posing significant risks.52

3.23 Distribution of regulatory control: 
Currently, the regulatory control of digital commerce is haphazardly 

distributed across different ministries and regulatory bodies with very limited 
visibility or control. The regulatory ecosystem is not functioning correctly. It 
increases the cost of doing business and delays in service delivery.

4. Legal Reform for Governing Digital Trade in Bangladesh:
The legal or regulatory ecosystem of a country can be an enabler or a 

hurdle to digital trade. Bangladesh needs to re-orient itself regrading digital 
market ecosystem to enable prosperous growth of digital trade market. In order 
to understand the legal vacuum facing our industry and reforming the existing 
legal structure to be effective in the world dominated by artificial intelligence, 
big data, cloud computing, Internet  of Things(IoT), Bangladesh will require a 
thorough investigation of all possible challenges in the domestic as well as in 
the global perspective. Bangladesh is a perfect destination for FDI flow in the 
digital service sector and offers an irrefutable possibility for homegrown start-ups 
because of its demographic dividend and  increasingly digitized people. According 
to the Bangladesh Telecommunication Regulatory Commission (BTRC) the total 
number of internet subscribers has reached 131 million benchmarks at the end of 
December 2023, including nearly 7 million new users in the last year.53 

 From the covid pandemic onwards, the online retail businesses, streaming 
services, communication services are experiencing significant demand and high 
growth, which have further flourished the usage of e-commerce platforms and 
cloud-based services by consumers as they get more familiar with the convenience 
of the services. But, in the absence of a straightforward regulatory setup, the tech 
companies are making their own rules regarding data infrastructure and how data 

51  Joshua P Meltzer, ‘Cybersecurity, Digital Trade, and Data Flows: Re-Thinking a Role for 
International Trade Rules’ (Social Science Research Network 2020) SSRN Scholarly Paper ID 
3595175 1 <https://papers.ssrn.com/abstract=3595175> accessed 11 October 2023.

52  ‘Digital Trade and U.S. Trade Policy’ (n 34) 18.
53  Internet users in Bangladesh reach 131m as of  2023, (Dhaka Tribune, 12 February, 2024) 

<https://www.dhakatribune.com/bangladesh/339218/internet-users-in-bangladesh-reach-131m-
as-of-2023> , accessed 12 January 2024
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is retained, collected, processed, and used, which sometimes go against the public 
policy. In this context, Bangladesh must act quickly to replace decades-old laws 
and regulations. To achieve the double-digit ranking in the World Bank’s ease 
of doing business, Bangladesh needs to retain and continue improving its legal 
structure for the effective digital trade generation. Legislative backdoors that 
destroy confidence in the digital space must be avoided in any circumstances.

At present , Bangladesh is the thirty-first largest market for e-commerce in the 
world with a projected revenue of US $ 10,959.5 million by 202454.  According to 
the projection of Centre for Policy Dialogue, the size of local e-commerce market 
is likely to grow by $4 billion in four years and is expected to reach at $10.5 billion 
value in 2026 which was $6.6 billion at the end of 202255. Understanding the 
potentials of the digital market growth of Bangladesh, giant investors like Alibaba 
has just entered into the Bangladesh e-commerce market.56 It is momentous for 
Bangladesh to develop a new legal architecture to boost orderly data collection, 
grading data access and sharing and data analytics among various groups while 
protecting privacy and data ethics. An enabling environment is necessary to attract 
a lot more big international and nationally recognised investors . At the same time, 
the Government must ensure a level playing field by proper anti-trust legislation 
to pave the way for small local entrepreneurs to grow. Policymakers must engage 
the industry, academia, and consumers in preparing the proper legal framework 
for digital trade to achieve a specific policy goal. Bangladesh requires to reform 
its domestic laws and regulations in the following areas to facilitate cross-border 
digital trade:

4.1 Regulation for e-commerce platforms: 
Recently, the e-commerce business is booming in Bangladesh. There is 

no uniform legal framework to govern the activities of e-commerce platforms. 
Although the Government has formulated a National Digital Commerce Policy in 
2018, some vital issues like IP and consumer protection are absent in the policy. 
Rules on refund and return are also not clear. To attract foreign investment and 
flourish in the e-commerce sector, the Government has taken the initiative to bring 
significant changes in the policy.57 The reform area includes registration process 
54  `E-commerce Market in Bangladesh’, <https://ecommercedb.com/markets/bd/all> , accessed 12 

January 2024
55  `Bangladesh e-commerce market to grow over $10 b by 2026’, (Dhaka, 01 May, 2023) <https://

en.prothomalo.com/business/local/zqdbigrkbe>,  accessed 13 January 2024
56  ‘Foreign E-Commerce Entities Now Can Invest Alone’ (The Business Standard, 23 June 

2020) <https://tbsnews.net/economy/industry/foreign-e-commerce-entities-now-can-invest-
alone-97231> accessed 19 October 2023.

57  ‘Policies on E-Commerce Operations, Complaints This Month’ (The Daily Star, 11 September 
2020)<https://www.thedailystar.net/business/news/policies-e-commerce-operations-complaints-
month-1959377> accessed 27 October 2023.
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simplification, foreign investment facility, payment and delivery system, and 
e-aspect of IP.58

4.2 Protection of labour market: 
Fluctuations in the labor market due to automation require reconsidering 

social security and tax systems.59 The digital economy requires informal workers 
and freelance workers rather than full-time employees. Again, work through 
platforms like Uber raises many issues. It is difficult to determine whether the 
people work through digital platforms be considered an employee and fall under 
the scope of labor law or classified as independent workers and excluded from 
labor law protections.60 Significant reform is necessary in labor law to meet the 
demand of the 21st-century workplace created by the different world of work. It 
is essential to strengthen workers’ job security independently and help workers 
retrain and quickly find new employment.61

4.3 Reforming competition law for digital space: 

Internet firms are changing the market structure by creating innovative 
business models, causing new challenges for regulatory agencies.62 
For example, Uber and Airbnb lifted the conventional ride-sharing and 
subletting to a global level.63 But in many countries, regulators struggle 
to ascertain whether these firms are taxi or hotel companies or merely 
software providers. Offline competitors often raise concerns about the lack of 
uniform regulatory compliance by their online counterparts. However, in the 
United States, they have started to expand proper rules for these platforms, 
enforcing safety and tax obligations, and reducing their competitors’ 
regulatory burdens.64 

Bangladesh has a competition authority, set up recently in 2012 under the 
provisions of Bangladesh Competition Act 2012.65 But this Act is not capable of 
dealing with digital business models. This Act does not provide any plausible 
solution to prevent anti-competitive trade practices in the digital space. However, 
58  Ibid.
59  ‘World Development Report 2016: Digital Dividends’ (n 30) 36.
60  Bernd Waas, Vera Pavlou and Elena Gramano, ‘Digital Economy and the Law: Introduction to 

This Special Issue’ (2018) 12 Work Organisation, Labour & Globalisation 7, 8.
61  Ibid.
62  ‘World Development Report 2016: Digital Dividends’ (n 30) 18.
63  Ibid 32.
64  Ibid.
65  Bangladesh Competition Act 2012.
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the internet is still relatively new, and its impact on markets is continuously 
growing in Bangladesh. Increasing the capacity to examine and prosecute 
problematic disruptions to competition law will take time. Bangladesh can 
increase the competitiveness in online marketplace and promote greater use of 
digital technologies by steadily reducing market distortions while developing 
efficient competition enforcement.66An endeavor to reform competition law for the 
digital age must focus on the real cause for harm and then customize remedies that 
address this cause. Anti-competitive conduct might have a different chilling effect 
on the economy, which does not always result in price distortion. Competition 
laws based on economic efficiency has been struggling to deal with issues other 
than price distortion. Market dominance of many online platforms and internet 
intermediaries like Google, Facebook, Amazon, Alibaba poses another risk.67 Any 
amendment must be cautious about the monopoly of large digital platforms and 
the aggregation of data in the hands of a few entities. It is evident that firms always 
took the benefit of their dominant position. Google, which controls nearly one-
third of the online advertising revenue, has been probed for preferential placement 
of its own products and distortionary practices in its advertising arrangement.68 
Real reform to suit the digital age should focus on the actual damage that data 
dominance might cause. 

4.4 Customs facilitation: 
Digital goods or e-commerce goods, just like traditional goods, need to be 

transferred or transported and cross physical borders; and they are also subject 
to customs and border regulation.69 E-trade often involves the shipping of small 
quantities of goods. The existing Bangladesh Customs Act, 1969, does not meet the 
modern necessity of the internet and e-trade. Reform of customs rules facilitating 
automation and reducing the friction in cross border trade is essential for lessening 
trade costs and linking small producers to markets and global value chains.70 
SME merchants must not be burdened with import duties when they receive a 
returned item sold to a buyer in another country.71 The Government can introduce 
Blockchain technology for the automation of the Customs House for fast track 
paperless service. Reforms must also address the harmonization, standardization, 
and simplification of the classification of digital goods and services.

66  ‘World Development Report 2016: Digital Dividends’ (n 30) 31.
67  Ibid 19.
68  Ibid.
69  WTO and OECD (n 17) 187.
70  Ibid 189.
71  ‘E-Bay Small Online Business Growth Report:Towards an Inclusive Global Economy’ (eBay 

Public Policy Lab 2016)  22 <https://www.unescap.org/sites/default/files/22.%20eBay%20
Small%20Online%20Business%20Growth%20Report.pdf> acessed 10 January 2024
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4.5 Improving the regulatory environment for e-payment: 
Without the international payment facility, cross-border transactions cannot 

happen. Domestic laws must facilitate international electronic payment, which 
is essential to develop e-platforms and paperless cross-border trade. But the 
digitization of the traditional payment system and new entrants in the payment 
ecosystem poses regulatory challenges. Restrictions on e-payment gateways 
such as PayPal and Google Pay by imposing strict regulatory obligations are not 
desirable for digital commerce development.72 Currently, international digital 
wallet services are not available in Bangladesh, and international credit cards are 
also restrictive. 

Over the last decade, Bangladesh has made enormous growth in digital 
payments, especially in mobile banking, but it is still in its infancy.73 Bangladesh 
Bank, National Board of Revenue (NBR), and Bangladesh Securities and 
Exchange Commission (BSEC) must work together for regulatory innovation to 
help the fintech startups. Legal reform in digital space must be aimed at firstly 
customer’s fund protection and secondly building regulator’s capacity to monitor 
the fund flow.74 Legislation must ensure vigilance on the proper use of digital ID/
e-KYC to counter fraudulent cases. Chinese experiences highlight how payment 
providers should be subject to suitable proportional regulation to tackle risk and 
offer a level playing field.

International payment also depends on the free flow of data. Banks and credit 
card providers always require access to data to verify and approve payments. 
Increased data flows also facilitate financial institutions create improved risk 
profiles which can consequently result in the more effective allocation of capital. 
Access to transaction records of mobile wallets will help financial institutions 
create risk profiles that reflect the risk of lending to a particular business more 
precisely. Data sharing also opens up a new horizon for ‘open banking’. It enables 
the customers to share their data with trusted organizations like credit card 
companies, property vendors of their choice.75 Open Banking will open up more 
preferences and cheaper and better options for consumers. Bangladesh Bank must 
take proper steps to introduce open banking with appropriate regulations.

4.6 Money laundering and terrorist financing: 
Money laundering, fraud, and terrorist financing are always a threatening 

72  Mitchell and Mishra (n 4) 2.
73  ‘Digital Bangladesh 2021: Payment Systems and Fintech | The Daily Star’ (n 28).
74  Ibid.
75 ‘Capitalizing on the Potential Benefits of Open Banking | McKinsey’ <https://www.mckinsey.

com/industries/financial-services/our-insights/data-sharing-and-open-banking> accessed 24 
October 2023.
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issue to the digital payment system. Bangladesh adopted the Money Laundering 
Prevention Act, 201276 and Rules 2019, Anti-terrorism Act, 200977 and Rules 
2013. Bangladesh Central Bank also issued regulations for the prevention of 
trade-based money laundering for banks to prevent such crime in the name of 
e-trade.78 Despite having such a legal authority Bangladesh is struggling with 
money laundering.79 Compared to the sophisticated nature of digital payment 
system, the legal framework of Bangladesh offers a lack of monitoring and 
preventive provisions. Policymakers must adopt an efficient legal framework 
in harmonization with international standards to protect financial integrity and 
prevent electronic payment misuse. Bangladesh can introduce new tools like 
blockchain and artificial intelligence to supervise complex, multi-party trades and 
to confirm transparency in e-trade transactions.80

4.7 Consumer Protection: 
The success of digital trade depends on the trusted and secured legal 

framework for consumer protection. To safeguard consumers against product or 
service deficiencies, fraud and unfair trade practices, legal provisions should be 
clear and easily understandable. The Consumer Rights Protection Act (CRPA), 
2009 deals with the aspects of consumer protection in Bangladesh. With the 
mandate of this Act, a National Consumer Rights Protection Council has been 
established to hear the complaints of the consumers81. This Act does not explicitly 
refer to non-store e-commerce transactions. With the advancement and evolution 
of the more complex nature of digital transactions, it is necessary to incorporate 
provisions for digital content and businesses in this Act through amendment.  
Existing Act could be revised to reflect the trade of goods and services, including 
digital content over a digital platform. The difficult part of consumer protection is 
recourse mechanisms. Regulators of consumer protection need to play a mystery 
shopper role and pretend to be customers and find out how well these recourse 
mechanisms work. It is essential to consumer trust in a digital trade ecosystem.

4.8 E-transactions and digital signature: 
Domestic legislation must have provisions for digital signature recognition 

76  Money Laundering Prevention Act 2012.
77  Anti-terrorism Act 2009.
78  ‘Regulations and Guidelines’ <https://www.bb.org.bd/aboutus/regulationguideline/guidelist.

php> accessed 24 October 2020.
79  ‘Why Anti-Money Laundering Laws Are Failing’ (The Business Standard, 22 March 2020) 

<https://tbsnews.net/thoughts/why-anti-money-laundering-laws-are-failing-59452> accessed 24 
October 2023.

80  Ibid.
81  The Consumer Rights Protection Act 2009 s 18.
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and secure electronic authentication method to facilitate digital trade.82 The 
Information and Communication Technology Act, 2006 (ICT Act), and amendment 
in 2009 and 2013 aim to promote e-governance by granting legal recognition to 
digital signatures and digital records authentication. The matter of online payment 
is not explicitly addressed in the ICT Act. E-contracting provisions are also 
missing from this Act. Even the Contract Act, 1872 does not have any provision 
for e-contract. Though the ICT Act is a tiny attempt to establish a legal basis 
for digital transactions, many vital issues are missing from the Act. To advance 
e-trade activity, this is high time to examine the ICT Act provisions against the best 
international practices, including UNCITRAL model laws. Missing provisions 
could be underlined, and ambiguities concerning the legal status of electronic 
signature could be solved, probably by reinforcing technology neutrality.

4.9 Cybersecurity: 
The growth in data-driven economy poses a new and potentially high 

risk of cybersecurity.83 There are broadly five crucial cyber risk areas in digital 
space: national defense space, critical infrastructure of any country, trade secrets/
IP with economic value, digital information, and access to data and technology 
through borderless trade.84 Domestic legislation must address all these areas to 
define particular criminal activity and proper safeguards to the victim regarding 
cyber-attacks. There must be a provision for “dedicated cybersecurity response 
teams” for immediate response to cyber-attack and any possible cyber threat. 
Legislators must focus on preventive approach and risk management to deal with 
cybersecurity.  

In Bangladesh, the ICT Act provides provisions for establishing a dedicated 
Cyber Tribunal to deal with cybercrime cases. Cybercrimes are covered within the 
purview of ICT Act and the Cyber Security Act 2023. In a broad line, the Cyber 
Security Act acknowledges the importance of digital trade and online transaction 
activity in the country and the risks of cyberattacks that can affect national security, 
infrastructure, businesses and individuals. It aims to strengthen the regulatory 
framework. Spamming85, hacking86, cyber terrorism87 are specifically included 
as a criminal offense in the Act. This Act largely controls digital contents that 
are violent, harmful, and false. However, in order to maximize the opportunities 
of digital trade, it is essential for the policymakers and lawmakers to follow 

82  Mitchell and Mishra (n 4) 3.
83  Meltzer, ‘Cybersecurity, Digital Trade, and Data Flows’ (n 51) 7.
84  Ibid 10.
85  Digital Security Act 2018 s 17,18.
86  Ibid 34.
87  Ibid 27.
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the common international standrad and best practices to avoid any disguised 
unnecessary restrictions in the name of managing cybersecurity.88

4.10 Disclosure of source code: 
There is no regulatory requirement in Bangladesh to hand over or access 

to source code or proprietary algorithms as a condition for import or sale of any 
software or products containing the software. Bangladesh must not enforce any 
regulatory requirement for disclosing source code for the more significant benefit 
of the digital economy. But the policymakers may consider proper regulations 
seeking access to source code to protect health, safety, and cybersecurity.89 
Regulatory body or Judicial body may require access to the source code for a 
particular inquiry, inspection, enforcement action, or judicial proceeding, subject 
to protections against illegal disclosure.90

4.11 Data privacy: 
Resilient domestic data privacy regulation is necessary for building trust in 

digital trade. The lack of data privacy regulations in one country can have negative 
repercussions on the data privacy goals of other countries. Some countries like 
Canada, Australia, and the EU require the data receiving country to have laws that 
offer similar domestic law safeguards.91 

The Constitution of Bangladesh endorses an individual’s right to “privacy 
of correspondence and other means of communication”.92 But, there is no 
comprehensive legislation in Bangladesh as to how privacy can be safeguarded.  
However, section 26 of the Digital Security Act, 2018 provides a provision for 
data privacy. But, no provision lists how data privacy in online platforms can be 
protected. Without data privacy legislation, the Bangladeshi citizens’ personal data 
may be exploited by a cloud provider in unauthorized ways. Bangladesh should 
accept robust privacy laws that acknowledge the importance of data accessibility 
for fostering economic progress and participating in digital commerce. The 
approach taken by the United States has effectively provided both privacy and a 

88  Joshua P Meltzer and Peter Lovelock, ‘Regulating for a Digital Economy - Understanding the 
Importance of Cross-Border Data Flows in Asia’ (17 March 2018) <https://papers.ssrn.com/
abstract=3164401> accessed 30 March 2024.

89  Mitchell and Mishra (n 3) 34.
90  Meltzer, ‘The United States-Mexico-Canada Agreement’ (n 14) 255.
91  Joshua P Meltzer and Peter Lovelock, ‘Regulating for a Digital Economy: Understanding the 

Importance of Cross-Border Data Flows in Asia’ (The Brookings Institution 2018) 17 <https://
www.brookings.edu/research/regulating-for-a-digital-economy-understanding-the-importance-
of-cross-border-data-flows-in-asia/> accessed 21 March 2024.

92  The Constitution of the People  ‍’s Republic of Bangladesh 1972 Art. 43.
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supportive environment for innovation and advancement in its digital economy.93 
Cross-border data restrictions are not allowed in the US, and instead, they 
depend on the application of sector-specific domestic legislation to institutions 
for infringement of their privacy notices. Individual firms are responsible for 
safeguarding the privacy of personal data in the USA and abroad.94 Comprehensive 
privacy legislation must include the provision of data backup, data encryption, 
cross-border data transfer, data privacy, and risk assessment. More so, privacy 
legislation must include provisions for non-discriminotory protection to all users 
of digital trade, irrespective of their jurisdiction.95 Best endeavors must also 
be taken to promote compatibility with the common-standard practices of data 
protection.96 Legislation must ensure a well-resourced data protection authority to 
enforce and supervise the implementation of data regulations.

4.12 Cloud policy:  
In Bangladesh, there is no specific legislation that directly or remotely 

outlaws, restricts, or regulates cloud technology. But there are prohibitions from 
the Government on hosting Government data out of the country. Data privacy is 
one of the preconditions for adopting cloud service, which is absent in Bangladesh. 
India had already adopted its cloud policy in 2014.97 To meet the demand of the 
emerging digital economy, Bangladesh must adopt a regulatory framework for 
cloud technology, including detailed guidelines for consumer’s data protection 
without enforcing excessive restrictions.98 The regulation must prohibit the 
unauthorized use of data by cloud providers.  

4.13 IoT Policy: 
Bangladesh adopted a National Internet of Things (IoT) Strategy in March 

202099. The strategy aims to develop a good and balanced Internet of Things (IoT) 
ecosystem in Bangladesh to cater to economic, societal, and global needs. The 
Government must consider formulating comprehensive policies and regulatory 
guidelines, providing security and privacy in IoT based services.

93  Meltzer and Lovelock (n 91) 18.
94  Ibid 15.
95  Meltzer, ‘The United States-Mexico-Canada Agreement’ (n 14) 257.
96  Meltzer and Lovelock (n 91) 18.
97  Arpita Mukherjee and Avantika Kapoor, ‘Trade Rules in E-Commerce: WTO and India’ (Working 

Paper 2018) Working Paper 354 12 <https://www.econstor.eu/handle/10419/176381> accessed 
25 October 2023.

98  The Financial Express, ‘Cloud Services: Prospects and Challenges’ (The Financial Express, 
February 8, 2020) < https://thefinancialexpress.com.bd/views/views/cloud-services-prospects-
and-challenges-1581088926> accessed 25 October 2023.

99  National Internet of Things Strategy Bangladesh 2020.
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4.14 Regulatory reform for SME: 
Developing countries like Bangladesh must accommodate SMEs to 

grow efficiently to participate in the digital trade by lowering their regulatory 
requirements like licensing conditions, tax obligations.  It will generate 
employment and help the economy to grow. Regulations must protect the SMEs 
from any unfair competition and market distortionary measures. 

4.15 Data localization:  
Rules restricting cross-border data movements and forcing local data storage 

are the instances of localization requirements that prohibit companies from 
transferring data outside a country.100  Russia, China, Indonesia, and Vietnam has 
this kind of legislation in place.101 The main reasons behind the data localization 
requirements are cybersecurity or data protection and ensuring ready access to 
information for law enforcement purposes.102  Such circumstances can diminish the 
effectiveness of digital trade and escalate the expenses associated with delivering 
internet-based services, such as cloud computing. Data localization creates a 
risk of dividing the internet from a unified global network into separate systems 
based on regions or countries.103 It is unlikely that data localization strategies will 
achieve many of their intended objectives. For instance, the practice of storing 
data in different locations is not guaranteed to minimize the costs associated with 
data breaches and enhance security. As a result, data localization may end up 
being less secure and expensive.104 Bangladesh must take a prudent approach in 
preparing any privacy law to avoid data localization stipulations. Bangladesh may 
address legitimate security concerns regarding government services and financial 
services by cautiously defining “legitimate public policy objectives” to justify data 
localization measures.105 It can emphasize on mutual legal assistance treaty reform 
and international data-sharing agreement.106Any regulatory answer regarding data 
flow must aim at keeping the internet free and open for “all legitimate commercial 
purposes.”107 

100  ‘Digital Trade and U.S. Trade Policy’ (n 34) 14.
101  Manyika and others (n 21) 101.
102  Meltzer and Lovelock (n 91) 19, 21.
103  Joshua P Meltzer, ‘Maximizing the Opportunities of the Internet for International Trade’ (Social 

Science Research Network 2016) SSRN Scholarly Paper ID 2841913 16 <https://papers.ssrn.
com/abstract=2841913> accessed 11 October 2023.

104  Ibid.
105  Mitchell and Mishra (n 3) 21.
106  Meltzer and Lovelock (n 91) 22.
107  Mitchell and Mishra (n 3) 32.
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4.16 Avoid digital protectionism: 
Governments sometimes put commercial restrictions on foreign online 

businesses by blocking websites or routing traffic to domestically owned companies 
to protect domestic companies from online competition.108 These restrictions are 
often governed in an arbitrary and non-transparent way and adversely affect sales, 
advertising revenues, and the scope and size of digital trade.109 Bangladesh must 
consider that internet and global data flows can attract more FDI and provide a 
significant employment generation opportunity.110 In order to fully leverage the 
benefits of new digital trade opportunities government must adopt a fit-for-purpose 
regulatory regime to prepare the entrepreneurs and people of the country.111  

4.17 Reforming Intellectual Property Rights for digital age: 
A country’s domestic IP legal framework is an essential foundation for 

innovation and development in the digital economy. With regard to the copying 
in the internet space, there must be a good balance between respecting the 
copyright owner’s rights to monetize their innovation or creativity and allowing 
the people to utilize information and ideas, which is made available on the 
internet. Simultaneously, the platform hosting services must not be a safe harbor 
for copyright-infringing materials. So, they are required to take down copyright-
infringing material when they receive notice from the copyright owner. The EU’s 
new Copyright Directive, 2019 focuses the debate on balance. The directive 
proposes to grant news publishers rewarded for using their articles by online 
platforms and provide journalists with a fair share of their revenues.112 The 
directive also upholds the rights of content creators and producers to negotiate 
and receive remuneration for the use of their content that is hosted online within 
the EU by prominent content platforms like YouTube. Though, these obligations 
do not apply to all newer and smaller platforms.113 The publishing industry 
appreciates the new rules, but the platforms have raised worries about enhanced 
costs, barriers to market access, and impacts on innovation. However, overly rigid 
IPR rules may restrain information flows and legitimate digital trade.114

Existing intellectual property laws of Bangladesh (i.e. The Patents and 
Design Act 1911, The Trademarks Act 2009) do not provide any provisions 

108  Meltzer, ‘Maximizing the Opportunities of the Internet for International Trade’ (n 103) 17.
109  Ibid.
110  Meltzer and Lovelock (n 91) 23.
111  Ibid.
112  ‘Digital Trade and U.S. Trade Policy’ (n 34) 17.
113  Ibid.
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for e-commerce or digital space.115 Currently, there is no provision for domain 
name protection in Bangladesh. Domain names can be protected as a registered 
trademark.116 Amendment of intellectual property laws must support digital 
access and give certainty to copyright, patent, trademark owners, creators, and 
users. Reform must aim to provide a flexible and tailored legal framework so 
the Bangladeshi people can gain access to content in the open digital world. The 
recently enacted Copyright Act, 2023 demonstrates a sophisticated approach 
to copyright issues by repealing the previous Copyright Act of 2000  which 
recognized digital work as literary work.  The 2023 legislation integrated elements 
of the EU model of data protection, albeit not comprehensively.117 It adopts a 
different strategy for addressing digital content. This updated legislation provides 
distinct definitions for databases118 and digital works119, rendering them eligible 
for copyright protection with specific provisions. Section 14 of the Act grants 
copyright protection to databases and digital works. Policymakers can take an 
experience from the EU directives for further reform of the existing IP regime of 
Bangladesh to have an extensive safe harbor for internet platforms.

4.18 Open Government Data: 
Public access to and the use of government data “fosters economic and social 

development, competitiveness and innovation”, could help focused domestic 
endeavors to develop the laws and regulations required to improve access.120 By 
making data open and available Government can encourage the development of 
innovative solutions and establish transparency and accountability in government 
services. Bangladesh adopted Open Government Data Strategy in 2016 with the 
vision of “Data for all”.

4.19 Digital dispute settlement: 
A functional dispute resolution process is required to promptly and efficiently 

address any conflicts that may arise in the context of digital trade.121 Currently, 

115  United Nations Conference on Trade and Development, Bangladesh Rapid eTrade Readiness 
Assessment (UN 2020) 31 <https://www.un-ilibrary.org/economic-and-social-development/
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accessed 30 March 2024.
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there are limited efforts to develop a dispute settlement mechanism specifically 
for digital commerce, and it is important to further develop such mechanisms to 
effectively address the unique challenges posed by digital trade. The 2007 OECD 
Recommendations on Consumer Dispute Resolution and Redress highlighted the 
necessity to establish a voluntary, efficient, and prompt system, including “private 
third party alternative dispute resolution services, by which businesses establish, 
finance, or run out-of-court consensual processes or adjudicative processes to 
resolve disputes between that business and consumers.”122 In addition, the United 
Nations Commission on International Trade Law (UNCITRAL) has established a 
working group to develop model rules on alternative dispute resolution processes 
that are specifically intended for use in the context of cross-border, high volume, 
low value transactions conducted via electronic communication means.123

eBay has developed a low value, high volume online dispute settlement 
mechanism for disputes arising on its platform.124 More than 60 million 
e-commerce disputes are resolved annually through e-bay platform. eBay’s 
online dispute resolution model has given some insights into developing a dispute 
settlement system that can settle low-value disputes efficiently and promptly.125 
Bangladesh can develop its own online dispute settlement resolution guidelines 
for the e-commerce platforms. Bangladesh Arbitration Act, 2001 is far from 
perfect for digital space concerning third-party funding and enforcement of foreign 
arbitral awards. But the Law Commission, Bangladesh, has proposed a reform of 
arbitration laws to meet national and international stakeholders’ necessity on the 
enforcement of foreign arbitral awards.126

4.20 Telecommunication Regulations: 
To meet the WTO commitment, the Government must ensure that a digital 

service supplier, whether local or international, can use the public telecommunication 
networks on reasonable and nondiscriminatory terms and conditions for the 
supply of service offered within or across borders. Telecommunication rules and 
interconnection rules must not inflict any unreasonable restrictions on digital 
122  Ibid 23.
123  Ibid.
124  Louis F Del Duca, Colin Rule and Kathryn Rimpfel, ‘eBay’s De Facto Low Value High Volume 

Resolution Process: Lessons and Best Practices for ODR Systems Designers’ (2014) 6 Yearbook 
on Arbitration and Mediation 17, 204.

125  Ibid 205.
126  Law Commission, ‘Report on Arbitration Act 2001’ <https://lc.portal.gov.bd/site/view/reports/%

E0%A6%AA%E0%A7%8D%E0%A6%B0%E0%A6%A4%E0%A6%BF%E0%A6%AC%E0
%A7%87%E0%A6%A6%E0%A6%A8/http%3A%2F%2Flc.portal.gov.bd%2Fsite%2Fview%-
2Freports%2F%25E0%25A6%25AA%25E0%25A7%258D%25E0%25A6%25B0%25E0%25
A6%25A4%25E0%25A6%25BF%25E0%25A6%25AC%25E0%25A7%2587%25E0%25A6%-
25A6%25E0%25A6%25A8%2F-> accessed 30 March 2024.
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trade. 

4.21 Developing legislation to support AI: 
Artificial Intelligence seems to have a transformative impact on digital 

trade. For example, AI can create projections of a future trend, such as changes 
in consumer needs. To deal with the issues like ethics, data privacy and security 
in AI, Bangladesh needs to define how it is going to apply AI, as well as when 
and where it will be utilized. ‘EU White Paper on AI’ is an excellent example of 
a policy framework on AI, and Bangladesh can take the experience from such an 
initiative to formulate its own framework on AI.  

5. Recommendations
A favorable regulatory atmosphere and progressive strategies are the 

cornerstones for accelerating digital trade. Bangladesh needs to take into 
consideration regulatory and policy framework of other standard setting 
jurisdictions, for example, countries like China, South Korea and Taiwan about 
how they have reformed their domestic laws to cope and compete with the 
borderless digital trade. In order to reform the existing regulatory landscape of 
borderless digital trade in Bangladesh, the following actionable recommendations 
can be considered:

5.1. Regulatory Sandbox: 
Bangladesh can introduce regulatory sandbox for firms to test innovative 

business models, services and startups. Developed country regulators are trialing 
regulatory sandboxes. It is a safe harbor where entrepreneurs and fintech can take 
risks with reduced licensing obligations and they are trialing new business models 
and delivery mechanisms to promote innovation. It allows regulators to supervise 
digital service providers and tech startups better.

5.2. Principles of future regulations: 
To allign with the digital trade landscape any future regulations or amendment 

of regulatory framework of Bangladesh  must based on the following principles:
a. Transparency;
b. Non-discrimination;
c. Avoiding unnecessary trade restrictions;
d. Interoperability;
e. Legally distinct and functionally independent regulatory bodies.

Apart from these, policymakers must consider equity and gender issues to 
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ensure equitable growth and digital inclusion in digital trade market. 

5.3. Cybersecurity: 
Bangladesh should improve its cybersecurity framework to safeguard the 

digital trade infrastructure. This includes enforcing strong measures to prevent 
cyber threats, to protect digital data privacy of consumers and ensure the security 
of online transactions. By doing so, Bangladesh would be able to build and secure 
trust among both domestic and international trading partners, reassuring them that 
their digital trade activities are safe and secure in Bangladesh.

5.4. Consumer protection: 
In evolving landscape of digital trade domain, protecting consumer rights is 

a critical issue for Bangladesh to further its position and interests in competitive 
digital trade market. Bangladesh still lacks regulatory gap about the effective 
enforcement of consumer rights in digital trade market. It is making vulnerable 
the appropriate protection of consumer rights, particulary rights about data privacy 
and getting quick remedy for fraudulent activities, counterfeit products or scams. 
Bangladesh urgently requires to establish a functional consumer protection system 
with proper and quick recourse mechanism in digital market.

5.5. Digital trade advisory taskforce: 

The Government should set up a digital trade advisory taskforce 
comprising the expert people from Government, academia and businesses 
sector. The primary obligation of taskforse will be to conduct periodical 
impact assessments to address evolving issues of digital trade domain, then 
evaluate the effectiveness of privalent digital trade regulations aligning with 
emerging challenges and issues of continued technological advancement and 
propose necessary modifications of domestic policy and regulatory framework of 
digital trade. 

5.6. Defining internet intermediary liability:
The Government must promote a balanced regulatory regime for defining 

internet intermediary liability and position to foster the internet-based digital 
trade. Specific guidelines for intermediary entities are required to formulate for 
content moderation, data privacy, and cooperation with law enforcement agencies.

5.7. One stop digital window: 
To ensure uniformity among the service providers, the Government can 

introduce ‘Digital single window’ for digital trade market. It will provide a one-
stop service to the businesse providers and consumers as well. 
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5.8. Postal modernization: 
The postal system should be viewed as a facilitator of digital trade, and postal 

regulations need to be simplified to support the demands of digital commerce. 
Bangladesh needs to develop a robust online infrastructure to enhance the 
efficiency of parcel deliveries.

5.9. Customs modernization: 
Bangladesh needs to update its Customs Rules by integrating modern 

blockchain technology to handle digital goods and services more efficiently. This 
involves adopting electronic documentation and automated processing systems, 
following the WTO guidelines provided in the Trade Facilitation Agreement

6. Conclusion
Digital trade can speed up development and increase efficiency in the 

economy of Bangladesh, but there is no shortcut around building a proper 
legislative framework for digital commerce.127 The regulatory structure of 
Bangladesh will be critical factors in how quickly and to what extent the economy 
attracts new investment, promotes innovation, and expands its footsteps in the 
digital world. The governance challenges caused by the data-driven economy are 
enormous, and many of the challenges are playing out on a global scale. National 
policymakers need a global approach to avoid erecting barriers that can lead to 
competitive difficulties. While considering legislative reforms involving digital 
trade, policymakers need to find the right balance of efficacy and proportionality, 
particularly given the increasing benefits of data and data flows.128 This paper 
illustrates how the policymakers in Bangladesh can get the balance right considering 
different data privacy factors, cybersecurity, internet access, intellectual property 
rights, and dispute resolution. This paper underlines potential challenges and 
several points to reform and improve the existing domestic legal framework 
for digital trade matters. Although legislative reform always depends on the 
political will and engagement of different domestic, regional, and international 
stakeholders, this paper argues the dire necessity of reform to reap benefits the 
most out of the digital economy. The ideas presented in this paper asserts that 
to preserve the safety and soundness in the digital trade ecosystem, Bangladesh 
needs a robust legal framework to avail the opportunities of various tools offerd 
by Fourth Industrial Revolution in order to minimize the challenges and maximize 
the opportunities of digital trade prospects. Digital commerce grows so rapidly 
that regulators have to adopt a test-and-learn approach to keep up with the pace of 
127  Manyika and others (n 21) 100.
128  Nigel Cory, ‘Cross-Border Data Flows: Where Are the Barriers, and What Do They Cost?’ [2017] 
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innovation. Understanding the different cross-border digital trade dimensions and 
finding resolutions in discussion with all stakeholders would be a good starting 
point for domestic regulatory reform. Bangladesh also needs financial support and 
technical collaborations from international organizations and developed countries 
to initiate and implement such legal reform. 
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