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Abstract

We are introducing an efficient bidirectional quantum secure direct communication protocol
that employs the four qubit cluster states, creating a novel quantum channel based on dense
coding between the transmitter and receiver. By dense coding, after a conventional
announcement, two legitimate users can simultaneously exchange their messages. Two
safety checking measures are taken to ensure safe transmission. Information leaking is not
an issue in this protocol, and it is secure against some well-known eavesdropping assaults. It
is also accessible with cutting-edge technology.
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1. Introduction

Quantum cryptography provides a unique way to communicate secure communication
among legitimate users using the law of quantum mechanics. The foundation of
guantum cryptography was led by Bennet and Brassard [1] by introducing the first
QKD protocol. Subsequently, many QKD protocols have been proposed [2-6].
Quantum cryptography has a quick expansion and has developed various branches
such as QKD [3-6], quantum secret sharing (QSS) [7,8], quantum secure direct
communication (QSDC) [9-13], quantum dialogue [14,15], quantum teleportation (QT)
[16] and super dense coding [17-21], etc.

Different from QKD, QSDC provides a way by which the secret message can be
transmitted securely without generating a private key in advance. In 2002 Long et al.
proposed the first QSDC protocol by using EPR pair [9]. Further, many QSDC
protocols have been introduced based on cluster states [22-27] and other than cluster
states. However, they permit one-sided communication, not bidirectional, i.e., users
cannot exchange their messages simultaneously. To overcome this drawback, the first
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BQDC protocol named Quantum Dialogue (QD) was put forward by Nguyen [28] and
Zhang et al. [29], in which legal users transmit secret messages simultaneously. Many
QD protocols have been introduced using various quantum properties [30-34], but
information leakage problems still exist [35,36]. Several researchers have proposed
new QD procedures [37-42] in response to this problem. In recent years, entanglement
has received a lot of attention because of its practical application in quantum
information theory. It plays a critical role in preventing information leaking in many
QD protocols using multipartite entangled states. In 2013, Chang came up with a
BQSDC protocol based on five qubit cluster states [43]. Gao also put forward two
protocols of BQSC based on genuine four particles entangled state and one
dimensional four-particle cluster states [44,45]. A controller independent bidirectional
quantum direct communication was introduced by Mohapatra in 2017 [46]. In 2019,
Zhang et al. [47] proposed a controller independent quantum dialogue protocol with
four-particle states. A secure QD protocol based on four qubit cluster state [48] has
been put forward by Li et al., further improved by Zhinao et al. [49]. A measurement
device-independent QD protocol was introduced by Das [50] in which they discard
less qubit to prevent information leakage. Subsequently, Huang et al. [51] proposed a
QD technique based on three-qubit GHZ states, but this approach inadvertently leaks
50 percent of the secret message transmitted data. Further, Zhi et al. [52] cryptanalyzed
it and improved it by encoding the one-bit secret message using one of the two unitary
operations. In addition, a number of QD procedures have been proposed to limit
information leaking, particularly by integrating multiparticle entangled states [53-55].
According to the aforementioned research findings, an effective QD protocol using
entangled states with no information leakage has theoretical and practical relevance,
prompting us to propose this approach using cluster states.

Before commencement, the features of the cluster state should be looked into. It
was first reported by Briegel and Raussendoof in 2001 [56-59]. Cluster states, a type of
entangled state with unique features, play a significant role in the problem of
information leakage. Some of their characteristics are similar to GHZ class and W
class entangled state. Due to the considerable persistence of entanglement, the cluster
states are more difficult to dismantle through local operations than GHZ states or other
states and are robust against de-coherence. Here, we offer a BQSDC protocol that
allows two authorized users to share a secret four-bit message via a quantum channel
with four qubit cluster states at the same time. This approach uses quantum superdense
coding to encode two bits of information on a single quantum bit without disrupting
the entanglement. The following characteristics distinguish our scheme: (i) We
introduce a QD scheme that uses reusable four-qubit cluster states with dense coding
via local unitary operation while keeping the shared channel entanglement.. (ii) With
an efficiency of 66.7 %, our scheme is more efficient. (iii) Furthermore, our scheme
also poses no risk of data leaking. (iv) In addition, in order to transmit 4N bits of
classical data, we employ 2N qubits of four qubit cluster states. As a result, our
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protocol is the most capable and meets the Holevo constraint. (v) Two security
assessments have made our system more secure.

2. Description of BQSDC Protocol

The two non-orthogonal bases of single photon measurement are in B, bases

(10),11)) and By, bases (| +),| —)) where, | +) = £ +' WP and |-y = '+>2' )

The unitary operation used for two-bit secret messages ij encoding using dense coding
are defined as

Up=1 = [0)X0] + [1)(1]

Uy = ox = |0X1] + [1X0]

U, = oy = [0X1] = [1)0]

Uz =0, = [OX0] — [1X1]

The two bit classical information can be represented by four Pauli operators as,

Upe 00, U;o 01, U,e 10, Uz 11

From the perspective of quantum reversible logic circuits, two authors [52,53] have
investigated a precise circuit for the physical attainment of four qubit cluster states.
The four qubit cluster states that can be generated by implementing the following
general circuit diagram by changing the inputs [0000 >, .4 to different computational
bases, are as follow

|C) = ]0000) + [0011) + [1100) — [1111)

[)] E
)] l Cy)
(
| g 1
0) 141} l H
| 1

Fig. 1. Circuit diagram for generating four qubit cluster states.

In a group of sixteen orthogonal cluster states, dense coding changes one cluster
state to another by implementing a relevant unitary operation (on the first and third
qubit), as illustrated in Table 1. All these states are orthogonal to each other and taken
as measuring bases of four qubit cluster states through Von Neumann measurement.
The reduced density matrices of the qubits (1, 3) and (2, 4) are entirely mixed and
indistinguishable states because they are maximally entangled states.

p = |00){00] 4+ [01){10] + |10)01] + [11){11]
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If N orthogonal states, present in quantum states aggregation, one can encrypt
log, n classical bit in a quantum state by using dense coding.

Table 1. Dense coding for |C).pcd-

|C1) = U®UE|C) = 2(/0000) + [0011) + [1100) — [1111))apcq
|C2) = U3®US|C) = 2(|0010) + [0001) + [1110) — [1101))zpcq
|C3) = U®US|C) = 2(~[0010) + [0001) — [1110) — [1101))zpcq
|C4) = U3®US|C) = 2(|0000) — [0011) + [1100) + [1111))zpcq
|Cs) = U3®US|C) = 5(11000) + [1011) + [0100) — [0111))apcq
|Cs) = U3®US|C) = 5(11010) + [1001) + [0110) — [0101))pcq
|C7) = UR®U§|C) = 3(—[1010) + [1001) — [0110) — [0101))apecq
|Cg) = U3®US|C) = 5(10000) — [1011) + [0100) + [0111))abcq
|Co) = URRUE|C) = 3(—[1000) — [1011) + [0100) — [0111))}eq
|C10) = U3®UE|C) = 2(~[1010) — [1001) + [0110) — [0101))zpcq
|C11) = U3®U|C) = 2(]1010) — [1001) — [0110) — [0101))apcq
|C12) = U3®UE|C) = 2(~[1000) + [1011) + [0100) + [0111))zpcq
|C13) = U3®US|C) = 5(0000) + [0011) — [1100) + [1111))4pcq
|C14) = U®UE|C) = 2(|0010) + [0001) — [1110) + [1101))apcq
|C15) = UR®US|C) = 2(—[0010) + [0001) + [1110) + [1101))apcq

2.1. BQSDC protocol

In our BQSDC protocol, Alice and Bob are two valid users who can transmit secret
messages at the same time. Following is the description of the protocol:

Step 1: Alice prepares two same sequences (1S and 2S sequence) of n cluster states in a
state S = {Sf,SP,S¢,S%,54,80,85,8%.......... S% 5P s¢ 523 where ab,c,d refer to
four particles in a cluster state, and the subscript 1,2,3,4.....n represents the order of
cluster states in a sequence. Alice prepares two batches of decoy photon (say | and m
particles) randomly either in B, bases (|0),|1)) or inByx bases (|+),|—)). By
inserting | particles in 1S sequence and a new (n+l) sequence is sent to Bob.

Step 2: After sending the sequence to Bob, Alice announces the actual position and
correct measuring basis of each | particle of decoy photon. After that, Bob measures
the 1 particles in the correct basis and compares the results. Then Bob has analyzed the
error rate. The process is terminated if it reaches the threshold; else, it will continue.
Step 3: Alice performs a unitary operation U ® Uf on each cluster states of 2S
sequence in the absence of an eavesdropper, which corresponds to a four-bit classical
message. Alice inserts m particles into 2S sequence for the second security check and
sends the (n+m) particles sequence to Bob.
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Step 4: Bob receives a 2S sequence. To ensure the security of transmission, Alice
announces the position and the states of m decoy particles. Then, Bob measures the
particles correctly and compares them with Alice’s announcement to check whether
the sequence has eavesdropped. Bob eliminates m particles and encodes his secret
message by executing Uf* ® Uf operation on the first and third qubits of cluster states
in the 2S sequence.

Step 5: After performing the unitary operation, Bob gets a new cluster state and then he
announces his outcome. As per Bob’s outcome, Alice can conclude Bob’s secret
message. In the meantime, Bob is also able to get the result, according to Table 2.

For instance, If Alice prepared |C;) as the initial state of four qubit cluster states and
0011 and 0111 is the secret messages of Alice and Bob with their encoding operation
US ® Ui and UP ® U respectively, they will get the final result |Cs) (according to
Table 2), which is as follows:

|C1>abcd: US ® U(3:|C1> = |C4)abcd

U ® U3 |Cy) = [Cs)

The final result |Cs) is measured and announced by Bob. Then, with the help of
three known messages (|C;)abca, their encoding operation, |Cs)). Alice is able to
deduce Bob’s secret operation is Ui ® US. Since Bob has got the initial cluster state
information by 1S sequence, as both 1S and 2S are identical. Bob also can deduce
Alice’s secret operation is U§ @ US. So, Alice and Bob can deliver secret information
simultaneously to one another.

Table 2. The possible outcomes of measurement results and corresponding dense coding operation.

Classical Encoding

bit 0perati0n|c1> |C2) |C3) |C4) |C5) |C6) |C7) |C8) |C9) |C10) Icll) IC12) |C13> |C14) IC15> IC16>

0000 Uj®U§ C; C; C; Ci Cs GCg C; Cg Cy Cyp Cu Cip Cg Cu Cis
0001 U§®U§ C, C; -C4 -C;3 C Cs -Cg -C; Cyp G -Cp, -Cu Cu Ciz  -Ci
0010 Uj®US C3 C, C; -C, C; Cg -Cs -C¢ Cuy Cipp -Co -Cip Cis Cis -Cu
0011 U§®US C4 Cs C, C. C C Cs Cs Cip Cu Cwo GCo Cu Cis Cu
0100 Ui®U5 Cs Cg Cs C C C, Cs Cs -C3 -Cu Cis -Cig -Co -Cio  -Cnn
0101 Uj®Uf C¢ Cs -Cg -C; G C: -C4 -C3 -Ciuy -Cyi Cs Cis -Cpo -Cq Ci2
0110 U3®Us C; Cg G C C C C -C, -Cs C Ciz Cy Cu -Cp Co
0111 U3®U§ Cs Cy Cs C Cs G C, Ci -Cg -Cis -Cu -Ciz -Cio Cu -Cu
1000 U3Q®QU§ Cy Cyp Cuu Cip Ciz Cu Cis Cig -Ci -G C; -Ci -G -Ce -Cy
1001 U3®U{ Cip Cy -Cp -Cu Cu Ciz -Cp -Cs -C; -C Cy Cs -Cs -Cs Cs
1010 US®U§ Cuu Cip -Co -Cp Cis Cig -Ciz -Cu -C3 -Cu C, C; -C; -Cs Cs
1011 US®U§ Ci, Cu Cyp Cy Ci Cis Cu Ci3 -C4 -Cs -C, -C1 -Cs -C; -Ce
1100 U®U§ Ci3s Cu Cis Ci Cy Cipp Cu Cip G GCg Cy Cg Cy C, Cs
1101 U3®Uf Cu Ciz Cs Cis Cp Co -Cn Cu C C -Cg C; G C G
1110 U3®U3; Cis Cis -Cis Cuw Cu Cip -G Co C C € Co GCs G G
1111 U®U§ Ci Cis Cuu Ciz Cpp Cu Cpo Gy Cs C; Cs Cs Cy Cs C;

Cis
Cis
o
Cis
Cu
Cu
Cuo
Co
Cs
Cs
Cs
Cs
Cy
Cs
-,
Ci
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3. Security Analysis
3.1. Information leakage analysis

In our scheme, Bob publishes only the final outcome, i.e. |Cs) and the initial state is
not published and is entirely secret between Alice and Bob. Besides, that there are
16x16 possible combinations of operations which are equally probable then, the
channel contains

~Ypilogpi=—(16 x 16) x —

16x16

log

16x16
= 8-bit secret message

Since the message exchanged between Alice and Bob is also 8 bits. As a result, all the
information is communicated securely without any leakage.

3.2. Some types of attack

In this segment, we will examine and discuss the integrity of our approach against
some prevalent attacks.

3.2.1. Intercept and Resend attack

Eve intercepts 1S state, which is travelling from Alice to Bob, and a counterfeit
sequence 1S is sent to Bob in which each particle is in one of the four states |0),|1),
(] +),] =) to obtain information about cluster state in 1S sequence. Since the
intercepted particles contain | decoy particles, when Alice announces the state and
position of 1 particles, Eve will get a cluster state after discarding decoy particles.
However, Bob will not get the same result as he measures Eve’s fake sequence, which
introduces a big error rate. Consequently, Eve can be easily detected.

3.2.2. Entangle and Measure attack

Assume Eve intends to extract some relevant data by performing an entangle and
measure attack on a 1S sequence transmitting between Alice and Bob. She executes a
general operation U, on 1S and the auxiliary particle |E) that she had previously
created. Then Eve gets the following result.

Uc|0)|€) = al0}|€pq) + b[1)[€p1)

Ue|DIE) = c|0)[€10) + d]|1)|€11)

where |a|? + |b|? = |c|? + |d|? = 1 and the four states, i.€., |Eq0), |€01)s |€10), |€11) CAN be
distinguished by Eve.

To prevent from the detection, the result of U,|0)|E) must be |a), hence b = ¢ =0 and
al€o) +d[€11) = 0

al€qo) = d[€11)
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i.e.,, Eve has difficulty distinguishing between the states |€,,) and |€,;). Hence, no
valuable information can be obtained by Eve. An error occurs because of Eve

€= bP=[c>=1~]a*=1~]d|?

So, this type of attack can be easily detected.

3.2.3. Controlled not attack

In this attack, Eve prepares a two-qubit ancilla state to copy the transmitted qubit by
performing the CNOT gate in which the first and third qubit are control bits, and
ancilla qubits are target bits. Nevertheless, in this type of attack, Eve could not get
complete information of the cluster state because of checking particles.

3. Efficiency of Protocol

Using Cabello's definition, the efficiency of the BQSDC protocol is,
m

"

where m is the number of secret bits conveyed, g and b are the number of qubits used,
and the number of classical bits, respectively. In this situation, the quantum and
classical bits used in eavesdropping detection are ignored. The number of secret bits
received in this case is 8, hence m = 8, the number of qubits used is 8, and the humber
of classical bits used in the final announcement is b = 4. As a result, the suggested
protocol's quantum efficiency is 66.6 percent. Table 3 compares the proposed protocol
to the prior method in terms of efficiency. It is self-evident that our protocol's efficacy

is high with the maximum qubit transmission.

Table 3. Efficiency comparison of different protocols.

Protocols Qubit transmitted Efficiency (%)
Shietal. [37] 4 bits 66.7
Gao et al. [44] 4 bits 40
Mohapatra et al. [46] 4 bits 33.33
Zhang et al. [47] 2 bits 50
Our protocol 8 bits 66.7

5. Conclusion

This paper has come up with an efficient bidirectional secure quantum communication
protocol in which two authorized users can exchange 8-bit secret messages
simultaneously using four qubit cluster states. Using dense coding and two security
check, makes it more secure. Information leakage problems have been removed from
it. The use of reversible quantum operation makes it a lesser amount of energy
consumption and proves unconditionally secure. Finally, the security analysis ensures
us about the security of our protocol against various attacks. The scheme is
deterministic and secure.
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